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AND GUIDELINES

National Fire Alarm and Signaling Code Protection (NFPA 72)

The National Fire Alarm and Signaling Code (NFPA 72) updated its
code in 2010 to include Distributed Recipient Mass Notification
Systems (DRMNS). The NFPA code provides the blueprint for the
implementation of ENS (or as the code labels it — Distributed Recipient
Mass Notification System) in facilities nationwide. AtHoc fully complies
with all NFPA 72 (2010) DRMNS requirements.

UFC Recommendations for Network-centric Alerting Systems

The DoD's Unified Facilities Criteria (UFC) 4-021-01 titled “Design and
O&M: Mass Notification Systems,” provides planning and design of
mass notification systems and applies to U.S. military departments and
defense agencies. AtHoc UNS fully complies with the specifications for
network-centric alerting systems (NCAS) incorporated in the UFC.

Security and Network Certifications
AtHoc UNS has numerous DoD security and network certifications and
complies with key DoD security requirements, including:

e DIACAP - certified under DoD Information Assurance
Certification and Accreditation Process, DISA 8500

e NIST 800-53 IA Control Set - certified under Rev 2 / Rev 3
e Army-wide Certificate of Networthiness
e Navy/Marine Corps Intranet (NMCI) Certificate to Operate

e Defense Information Systems Agency (DISA) FSO
Gold Standard

e DoD Common Access Card (CAC) requirements
e DoD Password Management Policy
e Secure PKI Digitally Signed for On-Premise email

e DoD Standard Ports and Protocols compliant

DoD Instructions and Requirements
e DoD Instruction 6055.17 “DoD Installation Emergency
Management (IEM) Program”: AtHoc UNS is fully compliant
with the Mass Warning and Notification capability.

e Air Force Instruction (AFl) 10-2501 “Emergency
Management Program Planning and Operations”: AtHoc
UNS meets the AFI's network-centric alerting requirements
pertaining to installation warning systems.

e AFI 10-218 “Personnel Accountability in Conjunction with
Natural Disasters or National Emergencies”: AtHoc UNS
supports this AF| by proactively querying personnel for status
and providing accountability reports to operators.

e Navy Anti-Terrorism Force Protection (ATFP): AtHoc
UNS complies with the requirements of the ATFP program
responsible for all Navy installations.

Deployable on All Major DoD Networks
AtHoc UNS has been deployed on the following networks:

e NIPRNET (Unclassified but Sensitive Internet Protocol
Router Network)

e SIPRNET (Secret Internet Protocol Router Network)

e NMCI (Navy/Marine Corps Intranet)

e JWICS (Joint Worldwide Intelligence Communications System)
e  ONE-NET for OCONUS Navy

Federal Continuity Directive 1 (FCD 1)

Federal Executive Branch National Continuity Program and
Requirements Agencies should have procedures in place to contact
employees in the event of an emergency. Agencies should establish
alternative means for employees to contact the agency in the event an
emergency causes a disruption to the regular means of commmunication
with the agency.

OMB Memorandum M-05-16: Regulation on Maintaining

A national directive designating OMB with the authority to issue a
regulation on certain telecommunications functions under Section 414

of the Transportation, Treasury, Independent Agencies, and General
Government Appropriations Act, 2005 (Division H of Public Law 108-447).

National Communication System (NCS) Directive 3-10

The National Security Presidential Directive 51/Homeland Security
Presidential Directive 20 established a comprehensive program
designed to ensure survival of our constitutional form of government
and the continuation of the performance of National Essential
Functions under all conditions.

Section 508 of the Rehabilitation Act

Section 508 requires federal departments and agencies to ensure that
personnel with disabilities have fair access to and use of IT systems.
AtHoc Desktop Notifier™ (the desktop component of AtHoc UNS)
software passed the Department of Commerce test for Section

508 compliance.

HEA and Clery Act Compliance

Amendments to the Higher Education Act and Clery Act require
universities to: Develop and implement communication systems for
emergencies and develop procedures or notify their community about
emergency situations.
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