
Numerous reports in 2008 said Houston was the city most likely to be targeted during a terrorist attack, and at �rst glance, the 
reasons for this might be unclear. 

But if you look more closely, in addition to being a densely populated city, Houston is a potential choke point for Intel 
Community Asks About Ancestry  supplying the U.S. with oil. Increasingly, this country’s homeland defense activities must 
focus on protecting our critical infrastructure -- our banks, transportation systems, power sources, communications 
infrastructure, emergency services and food supplies. 

One of the primary challenges in protecting the critical infrastructure is that more than 90 percent of it is owned and operated by private entities. 
For these organizations, protecting their infrastructure assets from a well-planned, hostile attack represents a new challenge, one in which they 
have little practical experience. This infrastructure supports our day-to-day lives and is often taken for granted, yet a disruption to just one of those 
systems can have signi�cant consequences throughout the country. 

To help confront this new threat, private organizations have turned to the one entity that has direct experience with it: the U.S. Department of 
Defense (DoD). The DoD has invested heavily in researching, testing and deploying physical security systems to protect its assets from hostile 
attacks and natural disasters. Private organizations and other government agencies can bene�t from the DoD’s experience and knowledge. 

For example, the O�ce of Naval Research conducted a study of more than 20 security-related technologies to identify those which had the largest 
return on investment. The study concluded that decision-making systems and emergency alerting resulted in the largest impact on safety.  

Emergency alerting, the second item on the Navy’s list, provides the rapid communication of critical information to personnel and �rst responders 
in an emergency. Mass noti�cation technology is so e�ective that the DoD has created best practices for emergency alerting, some of which have 
become o�cial regulations and instructions for the U.S. armed services. 

Historically, the DoD has deployed many types of emergency alerting. In the past decade, the most prevalent modes were public address systems 
and sirens. More recently, military systems have incorporated e-mail and telephony alerting. And the past �ve years have seen a dramatic 
innovation in emergency alerting technology. 

IP network-based alerting has emerged as a powerful and highly-capable model for mass emergency noti�cation. Leveraging their existing IP 
network allows organizations to rapidly reach large, geographically dispersed groups. Any device connected to the network can receive alerts that 
include recipient-speci�c instructions for action and a feedback capability to inform the organization about the status of the recipients. 

An emergency noti�cation system with an open, IP-based architecture will also be able to integrate with the organization’s existing communication 
channels and delivery devices to create a uni�ed noti�cation system able to manage and trigger all channels within a single alert, providing a faster 
delivery time with more consistent messages. 

Emergency operations centers can prede�ne potential scenarios and decide who should be doing what in response to the situation. If the scenario 
actually occurs, a single keystroke can alert thousands of people, each receiving detailed instructions in the form of intrusive audio-visual pop-up 
windows on the desktop, text-to-speech messages through a telephone call, text messages on a BlackBerry device, as well as audio messages over 
the public address system. The alerts describe what actions to take and in cases where personalized delivery devices are used, provide more 
detailed information such as maps or evacuation routes. 
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As an added bene�t of a network-centric approach to emergency 
noti�cation, the DoD achieves higher alerting success rates due to 
channel redundancy. A single alert can be sent through all channels 
simultaneously, dramatically increasing the chances that everyone 
targeted by the alert will receive it.  

To ensure only authorized personnel can launch alerts, systems must 
include access safeguards. The system’s security layer can serve as a 
safeguard by only allowing certain users with the proper account 
and password information to launch speci�c types of messages or to 
target only permitted individuals.

Since an alerting system is only as good as the accuracy of its 
emergency contacts database, the DoD has developed a strategy for 
managing contact lists. In the DoD, people are constantly changing 
roles, changing cell phone numbers, e-mail addresses and other 
pertinent contact information. DoD alerting systems connect to 
multiple enterprise user repositories, such as HRMS systems, 
LDAP/Active Directory and other organizational data resources, to 
retrieve and synchronize user contact information. 

By having up-to-date contact information -- such as o�ce and home 
telephone numbers, mobile numbers, pager numbers and e-mail 
addresses, as well as locations, groups and organizational hierarchies 
— when an organization needs to reach its personnel to relay safety 

information, it will have the contact information readily available to 
ensure e�ective noti�cation. 

To maintain the highest levels of security and to assure the fastest 
disseminations of emergency alerts, emergency noti�cation systems 
should be deployed over the IP network, behind the �rewall. This 
supports the additional bene�t of integrating with local telephony 
alerting and siren systems. 

The same type of network technology that bene�ts the DoD can bene�t 
a power plant, a transportation network or a port by communicating 
emergency information immediately to all a�ected personnel. By 
cross-pollinating ideas between government and industry, we will be 
able to more successfully protect our critical infrastructure and bring a 
new level of security to some of our most important resources. 

Taking advantage of the real-world experiences of one of the most 
security-conscious organizations in the world can have valuable bene�ts. 

Guy Miasnik serves as president and CEO for AtHoc, Inc., 
of San Mateo, CA. 
He can be reached at:  gmiasnik@athoc.com


