











quantifiable by known and measurable
benchmarks (e.g., intelligence obtained and
the number of participants).

Also, ongoing program feedback needs to
be assessed. Other critical elements must be
well-defined, including required assets,
resources, procedures and how individuals
will be cleared (e.g., background checks)
before participating. More research and
information sharing regarding community
outreach programs also needs to inform the
process and should be provided because this
type of program shares many common prin-
ciples with community policing and neigh-
borhood watch programs, which have been
the subject of significant academic research.
However, terrorism-related civilian intelli-
gence or information sharing through com-
munity outreach programs are, from a civil-
ian perspective, an untouched academic
research area and certainly worthy of discus-
sion, investigation and pursuit. -

Christine Springer is director-executive mas-
ter of Science in Crisis and Emergency
Management, in the Department of Public
Administration, Greenspun College of Urban
Affairs, at the University of Nevada, Las Vegas.
She can be reached at:
christine.springer@unlv.edu

GSN’S ESSENTIAL GUIDE TO DISASTER PREPAREDNESS

Mobile training teams take
preparedness on the road

The commitment of
the Center for Domestic
Preparedness to train

emergency response
providers goes beyond
standard classroom
instruction.  Whether

they are tailoring the cur-

riculum to law enforce-
ment, firefighters or
healthcare professionals, the CDP staff offers a
wide variety of courses to local jurisdictions.

The CDP has averaged 58 mobile training
events per week in 2008. The Mobile Training
Teams, MTTs, offer hometown responders an
opportunity to receive the vital training neces-
sary to respond to potential threats, whether
natural or man-made.

Established in 1998, the CDP offers training
for emergency response providers in 10 diverse
response disciplines: Emergency Management,
Emergency Medical Services, Fire Service,
Governmental Administrative, Hazardous

By Shannon Arledge

Materials, Healthcare, Law Enforcement,
Public Health, Public Safety Communications
and Public Works. “MTTs allow us to extend the
same quality of training that's offered at the
CDP to local jurisdictions,” said Rick Dickson,
acting assistant director of training delivery.

“Having the CDP trainers come to us is more
realistic because of budget and manpower con-
straints,” said Lt. James McClain of the
Chickasha, OK, City Police Department.
“Knowing that the potential to arrive on a con-
taminated crime scene exists is important, and
understanding how to process a scene is equally
important. Training makes us better officers and
| feel more well-rounded. But if the [CDP] was-
n't available to come here, I'm not sure when |
would have gotten to train.”

The CDP is a major component of the Federal
Emergency Management Agency’s National
Preparedness Directorate and is the nation’s
only congressionally chartered federal training
facility. The training program provides respon-
ders with knowledge to prevent, protect, respond
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to and recover from chemical, biological, explo-
sive, radiological or other hazardous materials
incidents.

As many as 25 of the CDP’s 38 training cours-
es are available through MTTs. Emergency
response providers who require training at the
CDP’s toxic training facility must make the trip
to Anniston, AL. The CDP is home to the
nation’s only civilian training facility offering
emergency response providers an opportunity to
train and operate in a nerve agent environment.

The CDP’s first MTT was conducted in Salt
Lake City, when Utah requested the training for
its emergency responders in support of the 2002
Winter Olympics. Because the training was ben-
eficial to the state’s preparedness, the CDP began
offering MTTs to all states and U.S. territories.

As of Sept. 2008, MTTs have been offered in
48 states and four U.S. territories, resulting in
more than 6,700 MTTs since 2002, and totaling
more than 188,000 MTT-trained emergency
responders. “MTTs allow the CDP to provide
quality training to emergency response person-
nel, assist departments in establishing capabili-
ties and prepare them for advanced training at
the CDP’s campus in Anniston,” said Dickson.
“This is a win-win for local jurisdictions faced
with staffing challenges and the responsibility to
prepare for catastrophic events associated with

disasters.”

MTTs run from one to four days, depending
on the course. A request made through the state’s
administrative agency initiates the process.
Jurisdictions are responsible for recruiting
responder students and providing the required
training locations or classrooms. The CDP pro-
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vides training at no cost to the local jurisdiction.
“The CDP lives and breathes preparedness,” said
Denis Campeau, acting associate director for
training and education. “Jurisdictions routinely
take advantage of the CDP’s ability to provide
advanced hands-on training by hosting MTTs
and sending their emergency response providers
to the Alabama facility.”

During the past six months, the CDP’s staff
has worked closely with the state and local offi-

cials responsible for hosting the Republican and
Democratic national conventions. “The CDP
was very helpful and provided training material
that was easy to understand,” said Lt. Stacey
Goss, of the Denver Police Department. “[The
CDP] broke the training down to the simplest of
details which proved to be extremely helpful.”

“The Rapid Response squads and Field Force
Squads involved in crowd management func-
tions during the DNC used several of the tech-
niques taught by CDP instructors,” Goss added.
“The organized manner in which each squad
performed contributed to the effectiveness of the
overall crowd management response. Over a
period of six weeks, we trained nearly 1,200 offi-
cers from eight different agencies. Having the
CDRP bring instructors to Denver allowed us to
train in our own environment and allowed us to
train a large quantity of officers during the busy
times preceding the DNC.”

Numerous federal and non-federal training
partnerships enable the CDP staff to share knowl-
edge, ensuring the nation’s emergency response
providers receive the most up-to-date training. m

Shannon Arledge is a public affairs specialist
at the FEMA Center for Domestic Preparedness
in Anniston, AL. He can be reached at:
shannon.arledge@dhs.gov

Seeing the un-seeable: Innovative technology
helps secure our critical infrastructure

By Scott Conner

The USA PATRIOT Act defines our country’s
critical infrastructure as those “systems and
assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of
such systems and assets would have a debilitating
impact on security, national economic security,
national public health or safety, or any combina-
tion of those matters.” Protecting these vital
assets, whether they are on land, at sea or in the
air -- and ensuring we are prepared for and can
respond quickly to any potential threat -- is the key
objective of the Department of Homeland
Security. This directive is driving the adoption of
innovative new technology, not only to protect and
deter threats to our government-owned assets, but
also to protect a wide range of commercial assets.

Securing our critical infrastructure requires
the ability to identify suspicious activity long
before that activity can lead to a catastrophic
event; in a sense, it means giving those charged
with protecting our infrastructure the ability to
“see” potential threats that heretofore have been
un-seeable. Powerful thermal imaging (infrared)
systems that have been deployed in military and

defense applications are now gaining wider use
in commercial markets, such as homeland secu-
rity and border protection, and in the protection
of other commercial infrastructures.

These advanced imaging systems can give
operators the ability to detect a man-sized target
at distances greater than 25 kilometers.
Advances in image sensor technology and optics
create images of remarkable resolution even at
these great distances. Combining this imaging
capability with other technologies, such as laser
rangefinders and GPS information, provides
users with powerful tools to quickly identify and
respond to suspicious activity.

Infrared imaging systems are becoming more
cost-effective due to improvements in design
and manufacturing efficiencies. And, because
these systems allow users to “see” in any kind of
weather and at any time of day, they are being
deployed in a growing number of surveillance
and reconnaissance applications. Today, infrared
imaging systems are used at our airports to com-
plement existing radar systems, giving operators
the ability to identify suspicious activity that
radar alone is unable to distinguish.

Infrared cameras give public agencies charged
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with protecting our waterways the ability to
monitor traffic in and out of our ports and aid in
search and rescue missions when a crisis occurs.
Power generation facilities and oil and gas
refineries are using infrared systems to protect
the perimeters of these important assets. Law
enforcement agencies are incorporating gyro-
stabilized imaging technology into their fleet of
airplanes and helicopters to improve the effec-
tiveness of aerial surveillance and reconnais-
sance missions to deter crime and increase pub-
lic safety. The growth of this technology will fuel
more product innovation, resulting in even more
powerful and effective solutions in the future.
Preventing another USS Cole attack or other
similar disasters requires the cooperation and
coordination of a number of organizations to
develop disaster preparedness and emergency
response strategies. Technologies such as infrared
imaging systems play a key role in ensuring the
protection of our nation’s critical infrastructure,
and its most important asset, its citizens. -

Scott Conner is the president and chief oper-
ating officer of Axsys Technologies. He can be
reached at:
sconner@axsys.com
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A SMART model for disaster preparedness
and emergency response

By Jim Corry

Emergency response has come a long way
over the past few years. In 2005, Hurricanes
Katrina and Rita virtually destroyed communica-
tion systems, leaving emergency responders
unable to effectively coordinate rescue efforts.
Fortunately, the 2008 hurricane season has seen
a substantial improvement in the ability of feder-
al, state and local agencies to communicate
quickly and efficiently, despite damaged and
congested landlines.

An important lesson learned from Hurricanes
Katrina and Rita is that the ability to communi-
cate across multiple agencies immediately fol-
lowing a disaster is critical to protecting the pub-
lic. Today, public safety agencies nationwide are
joining Satellite Mutual Aid Radio Talkgroups
(SMART) to ensure multi-agency
interoperability. After being forced
to evacuate emergency operations
centers and leave installed satellite
equipment behind in 2005, mobile
satellite communications is now
part of many emergency prepared-
ness plans.

SMART -- a free interoperability
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region outside their normal area of operations.

In the fall of 2007, the Louisiana Governor's
Office of Homeland Security and Emergency
Preparedness established the Gulf States
Mutual Aid Radio Talkgroup (G-SMART) to
manage two-way radio over satellite communica-
tions in a five-state region (Texas, Louisiana,
Mississippi, Alabama and Florida, as well as
Puerto Rico and the U.S. Virgin Islands.)

The first real test of G-SMART’s ability to
handle multi-regional operability came in Sept.
2008 when Hurricanes Gustav and lke swept
across the Gulf Coast. Widespread power out-
ages and damage to landlines meant emergency
responders couldn't rely on the terrestrial net-
work. This time, however, emergency and public
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ability to handle up to 9,999 users, the talk-
groups connect homeland security, law enforce-
ment and emergency response officials from
public safety agencies nationwide. Since satellite
communications are immune to terrestrial con-
gestion and destruction, public safety officials
and emergency responders who are enrolled in
the talkgroups can continue to communicate
unaffected by the results of terrestrial damage
caused by the disaster.

All 50 states, as well as the District of
Columbia, the U.S. Virgin Islands and Puerto
Rico, now have access to at least one of nine
regional and multiple nationwide SMART talk-
groups. Soon, there will be international interop-
erability via cross-border SMART talkgroups
with Canada and Mexico. Additionally, through
coordination with talkgroup administrators, pub-
lic safety personnel enrolled in SMART in one
region have the ability to quickly have additional
regional talkgroups downloaded if deployed to a

HHJ e

current terrestrial public safety communications
infrastructure. In January, the FCC auctioned
the 700 MHz spectrum, setting aside a portion
of the spectrum -- the 10 MHz Upper D Block -
- for the creation of a nationwide interoperable
public safety broadband network. The winner
would have been required to offer a satellite-
capable handset to support the network.
Unfortunately, the block’s lone bidder did not
meet the FCC's $1.3 billion reserve price.

In September of this year, the FCC announced
a new plan to re-auction the spectrum, which
includes auctioning the spectrum as one nation-
al block or, alternatively, as 58 separate regional
airwaves licenses. During Gustav and lke, the
network of SMART satellite talkgroups provided
communications flexibility while
demonstrating that nationwide and
regional multi-agency interoperabil-
ity is beneficial and achievable. The
lesson here is that mobile satellite
communication remains a critical
tool for keeping officials connected
during an emergency.

To further strengthen communi-
cation capabilities for emergency
response, mobile satellite service
(MSS) companies like MSV are in
the advanced stages of developing

integrated satellite-terrestrial net-
works that will allow the public

safety organizations were armed with the equip-
ment and know-how to deploy and operate satel-
lite communications systems to better meet the
needs of the public.

In addition to communicating with each
other, Gulf states, public safety personnel were
able to conduct interoperable communications
with DoJ's nationwide SMART talkgroup, as well
as with the neighboring 12-state Southeast
SMART talkgroup, a regional group that encom-
passes various federal, state and local public
safety organizations throughout the southeast.
Officials deployed to the region or staging areas
with MSV's satellite equipment were able to join
G-SMART, SE-SMART and the DoJ talkgroup
(J-SMART) to help coordinate rescue efforts.

LOOKING TOWARD THE FUTURE

The Federal Communications Commission
(FCC) recognizes the limitations of the nation’s
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safety community, for the first time,
awaal to communicate from virtually any-

where, seamlessly and transparent-
ly switching between cellular and satellite net-
works, with a handheld device (cell phones,
PDAs, laptops, GPS devices, etc.) Therefore, the
same handset that emergency responders rely on
every day could become the critical satellite
device they reach for during an emergency,
allowing them to stay in touch in remote areas
and during emergencies, even when the terres-
trial network is damaged or congested.

The future for public safety is promising. The
use of satellite talkgroups in 2008 significantly
improved emergency response and, with new
technologies such as integrated satellite-terres-
trial networks on the horizon, the communica-
tions capabilities available for public safety per-
sonnel are constantly expanding. -

Jim Corry is vice president of government
solutions for MSV and current co-chair of the
Public Safety Working Group within the
Satellite Industry Association.
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First responders, decon and the need for proper

tools and education

By Keith LeJeune

Current decon programs within the U.S.
Department of Defense focus on the development
of decontaminants and applicators that limit logis-
tical burdens on the user while maximizing usabil-
ity and performance. Decontaminants are opti-
mized for performance against a defined burden
of chemical and biological agents while retaining
materials compatibility and maintaining a long
shelf life. Applicators (or sprayers) have been opti-
mized for reliability and ease of use and rapid
deployment, as well as the potential to be used in
other field applications.

A recent technology development at ICx
Technologies is providing users with a novel capa-
bility that further reduces the logistical burdens
now associated with decontamination operations,
and provides real-time feedback on decon effi-
ciency.

A new liquid spray can dramatically affect the
time and efficiency of decon activities, and fur-
ther minimize the impact of chemical agent
attacks on our troops or civilians. The Agentase
Disclosure Spray (or ADS) is a two-component,
powdered formulation that, when dissolved in
water and sprayed onto a surface, changes color
near trace levels of chemical warfare agents. This
technology pinpoints the specific location of con-
tamination on surfaces within minutes. The abil-
ity to visually detect the exact location of trace

amounts of chemicals on surfaces represents a
“Holy Grail” for any sensor technology.

The Agentase Disclosure Spray gives respon-
ders the ability to identify hotspots of contamina-
tion prior to decon, immediately map areas of
contamination, screen materials/equipment as
they are moved from “warm” to “cold” zones to
ensure that they are free of contamination, and
illustrate the size of a chemical release within
some infrastructure or over wide areas.

DECON OPERATIONS

Consider for a moment the scene of a chemi-
cal agent attack. First responders don gear before
establishing a perimeter around the event and
isolating the contamination. While the perimeter
is being defined, decon showers and tents are
erected in order to process any individual that
may have come into contact with released agents,
including the responders themselves. Individuals
are then transferred to local hospitals for evalua-
tion and treatment.

The Agentase Disclosure Spray helps the
responders in these scenarios in many capacities.
First, it enables the users to “map” the area of
contamination. The ADS may be sprayed over
wide areas and will, within minutes, change color
to illustrate where agents are and are not present.

Next, once responders identify the specific
location of the once-invisible contamination, they
can focus decontamination regimens, saving
valuable time and resources. Following deconta-
mination efforts, the ADS may be reapplied to
determine whether decontamination efforts were
effective, greatly reducing the possibility for
cross-contamination into cold zones.

THE FUTURE

If it takes four different cleaning products to
clean a bathroom (floor cleaner, window cleaner,
hard surface cleaner and toilet cleaner), it is
unreasonable to assume that a decon operation
could be effectively carried out with only one
solution. Decontamination activities are moving
toward an approach that employs a system of sys-
tems. The utility of several concepts for agent-
specific decon formulations, additives for thick-
ened agents and novel field generators for decon-
taminants are under consideration by the com-
munity. The bottom line is that within the next
few years, responders will be far better equipped
to address the threat of chemical releases coming
from either accidents or acts of terror. -

Keith LelJeune is president of the ICx
Technologies Agentase business unit.

“In case of emergency, please contact”: How to
ensure you have accurate personnel contact info

An emergency alert is
only effective if it reaches
the intended recipients.
With that in mind, con-
sider the following poten-
tially disastrous scenario.
You trigger your notifica-
tion system to alert thou-
. sands of people about an
By Simon Berman  emergency situation only
to have the alert fail to reach many of them
because their contact information is no longer
valid. This obviously can have dire consequences.

The ongoing management of personnel con-
tact information is a critical -- possibly the most
critical -- part of any large-scale emergency noti-
fication system. To ensure you're reaching target
individuals or groups during an emergency, you

need to have up-to-date contact and group infor-
mation. In this wired age, that means having con-
tact information for multiple means of personal
communications, including work phones, home
phones, mobile phones, pagers, work e-mail, per-
sonal e-mail and organizational groups.
Organizations go to great lengths to have cur-
rent contact information for their personnel, but
that information often is stored in various IT sys-
tems. It can be a major challenge for an emer-
gency notification system to be able to tap into
this information and ensure contact information
is frequently synchronized to keep up with
changes and updates. Without this ability, the
likelihood increases that wrong or inaccurate
information will be used during emergencies.
“We've heard from many emergency managers
that one of their biggest problems in deploying a
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large-scale emergency notification system is in
the management and maintenance of their per-
sonnel contact information,” said Andy
Anderson, vice president of defense sector opera-
tions for AtHoc. “For example, consider the com-
plex task for military organizations where person-
nel frequently change jobs and locations. Contact
information rapidly becomes outdated without
having the right tools in place to manage contact
updates.”

Leaders in the emergency notification market
are providing creative ways to improve contact
information accuracy. A large-scale emergency
notification system should have comprehensive
contact management capabilities built into it.
Such alerting systems can integrate and synchro-
nize with back-end data repositories to automati-
cally pull updated information into the system’s



